“eduroam” Configuration Manual

For Windows 7

1. Open ‘Network and Sharing ‘
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Change your networking settings

%.‘ Set up a hew connection or network
T Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

Cennect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options
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Access files and printers located on other network computers, or change sharing settings:

Troubleshoot problems
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Diagnose and repair network problems, or get troubleshooting infermation.

3. Click on ‘Add’
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Windowas tries to connect to these networks in the order listed below.
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4. Choose ‘Manually Create a network profile’

m.‘a Lrrtet Panst 0 Swtomat andieterest 0 Verags Vhvetisd Matsste w 8y || Soens omage Woe.
Tie fdt Vs Teon g

Manage wirsless networks that use Mireless Network Connection)

Windows Sves to ronnect 45 ece ratuets i e croer Inted
Ak S et Frofvetyper  Netwert ared Sharmog] Aol < Matuubl Cimvanct 16 8 mrsiesd ve » i v

Sepb_Comeie ! How do you want 1 add a network? v s

N TP

St Urewenigy NOC - 9 Manually crease o network profie pr— -
i L R L R R R ]
I L L e R S e ]
Comens 20 ' souady by (F sopb il

A& Create an ad hoc natwork
T Cremes § Ieregainsy sebaced Mot Uhang Lhes on e Irdaesar Crmmenen

=

|

&

&

&

. | =
? |

&

&

&




5. On network name write “eduroam”
6. Security type ‘WPA2-Enterprise’

7. Encryption Type ‘AES’

8. Leave Security Key ‘Blank’

9. Click on ‘Next’
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@ L Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: edurcam

Security type: ’WPAZ-Enterprise - ]

Encryption type: ’AES v]

Security Key: Hide characters

Start this connection automatically

[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

[ Mext ][ Cancel




10.Go to ‘Change Connection Setting’
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U 211! Manually connect to a wireless network

Successfully added HEC Smart University

< Change connection settings
Open the connection properties so thatI can change the settings.




11.0nce the wireless properties window has popped up select the “Security” tab and
confirm the following:
12.Security Type: WPA-2 Enterprise
13.Encryption Type: AES
14.Network Authentication: Microsoft Protected EAP (PEAP).
15.Remember My Credentials For This Connection: Checked.
TrumanSecureWireless Wireless Network Properties @

Connection (Security ]

ember my credentials for this connectioh ca
e I'm logged on

| Advanced settings




16.In the PEAP connection window make sure to uncheck the “Validate server certificate”
and then click on the “Configure” button

Protected EAP Properties e Sm|

Trusted Root Certification Authorities:

[] Ciass 3 Publiic Primary Certification Authority
[7] GTE CyberTrust Global Root

[ Microsoft Root Authority

[7] Microsoft Root Certificate Authority

[7] Thawte Timestamping CA

[""| Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Seoredpassword(EAP—lVSCHAPvz) '] [Cmﬁw’e... 1
[/|Enable Fast Reconnect
["|Enforce Network Access Protection

[ | Disconnect if server does not present cryptobinding TLV
[ | Enable Identity Privacy




17.Then Click on Advance settings and in the next TAB Specify authentication mode:
checked and select User authentication as shown in red mark. Click OK.

Security

Security type: |Wpa2-Enterprise -

Encryption type: [AES v]

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP)

v] ’ Settings

Remember my credentials for this connection each
time I'm logged on

I Advanced settings I

[ Ok ] [ Canicel

)

Advanced settings |i

| 802, 1X settings | 802, 11 settings

|| Specfy authentication mode:

[User authentication '] [ Save credentials

Delete credentials for all users

["]Enable single sign on for this network

@) Perform immediately before user logon
Perform immediately after user logon

Maximum delay (seconds): | 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

18.As the window pops up make sure to uncheck the “Automatically use my Windows
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logon name and password” selection and then select ok.

EAP MSCHAPv2 Properties

When connecting:

| Automatically use my Windows logon name and
password (and dom{Ng f any).




19.Select ok on the “PEAP Connection” window.
20.Select ok on the “Network Properties” window.
21.Click close at the bottom of the “Manually connect to a wireless network” window

¥ Additional information is needed to connect TrumanSec{yeWireles ™
“. Ciick to provide additional infcrmation,

Windown 7
1 0 copy. Build 7400

Network Authentication

Please enter user credentials

Student ID

‘ | 1D Password |




